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Risk Management After A Security Breach

Compliance with the Health Insurance Portability and Accountability Act |
(HIPAA) in the healthcare provider environment involves taking actions to
address the privacy and security of Protected Health Information (PHI)
and documenting those specific actions as required by the regulations. If
a security breach or data loss occurs, specific steps need to be taken.

HIPAA Solutions, LC offers consulting, and mitigation services to assist in
addressing compliance breaches and errors. If an organization experi-
ences a security or privacy breach involving PHI, it is critical that legally
required mitigation actions be taken immediately.

Mitigation can include all or some of the steps outlined below, depending
on the client’s requirements. Additional actions not listed below may be
needed in circumstances
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How do you ensure that you are complying with the

Breach containment and identification of options for imme-  Privacy and Security rules of HIPAA?

diate recovery , including an assessment of the breach _ _ _ o
Did you do an in depth audit of the organization and

Analysis of notification requirements for all parties involved ~ @Pply the minimum necessary rule to job functions?

Options explored, taken and documented relating to data What type of documentation do you keep on your
recovery compliance activities in the event of an audit?

An overall compliance assessment, if required, of the or- How do you manage the accounting of disclosures
ganization relating to the breach for transactions involving PHI?

Remediation steps and actions implemented to prevent In the event of a government audit, how would you
additional breaches based on the organizational assess- be able to quickly provide any required information?

ment of compliance
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